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Global network,
local expertise

The PwC network of law firms is the most
geographically extensive legal network in the world
with over 3,500 lawyers in over 100 countries and
territories, including over 20 offices across
15 countries and territories in Asia Pacific.
Tiang & Partners is an independent Hong Kong law
firm and associated with PwC Legal International Pte
Ltd (a licensed Foreign Law Practice) in Singapore.
Together with Rui Bai Law Firm in Beijing and Xin Bai
Law Firm in Shanghai, which are members of PwC
global network of firms, collectively we are dedicated
to providing clients with integrated solutions and
high-quality legal advice in Mainland China, across
Asia and globally.
We frequently work closely with professionals in
other disciplines to deliver integrated solutions to
solve your business needs, including professionals
in tax, financial diligence, corporate finance, risk
assurance, human resources and other disciplines.
We provide a seamless end-to-end platform to
resolve the most complex business challenges.
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3,500+ lawyers in
over 100* territories

Western Europe:

Central and Eastern Europe / CIS:

Austria, Belgium, Cyprus, Finland, France,
Germany, Gibraltar, Greece, Iceland, Italy,
Luxembourg, Malta, Netherlands, Norway,
Spain, Sweden, Switzerland, Turkey,
United Kingdom

Albania, Azerbaijan, Belarus, Bulgaria, Croatia, Czech
Republic, Estonia, Georgia, Hungary, Kazakhstan, Latvia,
Lithuania, Macedonia, Moldova, Poland, Romania, Russia,
Serbia and Montenegro, Slovakia, Slovenia, Ukraine

Canada

Asia Paciﬁc:

United States:

Australia, Cambodia,
China, Hong Kong,
Indonesia, Japan, Laos,
Mongolia, New Zealand,
Philippines, Singapore,
Taiwan, Thailand,
Vietnam

Washington DC

Mexico & Central America:
Costa Rica, the Dominican
Republic, El Salvador,
Guatemala, Honduras, Mexico,
Nicaragua, Panama

The Caribbean:
Barbados, Netherlands Antilles,
Trinidad and Tobago

Central & South America:
Argentina, Brazil, Chile,
Colombia, Ecuador, Paraguay,
Peru, Uruguay, Venezuela

Middle East:
United Arab Emirates

Africa:
Algeria, Angola, Cameroon, Republic of Chad,
Congo, Republic of Equatorial Guinea, Gabon,
Côte d’Ivoire, Kenya, Madagascar, Mauritius,
Morocco, Mozambique, Nigeria, Senegal,
South Africa, Tunisia

*Migration services covers 164 countries; Corporate Governance
and Compliance services cover 160 countries.
*India operates a non-regulated offering. Due to the complexities
of the India market please contact us to discuss your needs and
how we can support.
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Turning compliance
into opportunities

Our regulatory compliance team provides businesscritical support on cybersecurity, data protection,
privacy, confidentiality and other security matters
to businesses, governments and public authorities
all over the world. Successful strategy development,
execution and compliance monitoring require blended
skills of an integrated professional services team,
which our legal teams in the respective law firms
are uniquely placed to provide. Working closely
with consulting, risk management and forensics
professionals in all parts of the PwC global network,
we provide a unique end-to-end, seamless service.

People’s Republic of China –
Cybersecurity Law
The PRC Cybersecurity Law (CSL), which lays down
the respective rights and obligations of the PRC
government and the vast base of network operators
and users, is a double-edged sword with opportunities
and challenges for enterprises as well as individuals
whether from legal, compliance and/or technical
point of view. The protection of the legitimate rights
and interests of all interested parties will depend on
the effective protection of the personal information
and important data, orderly management of network
content, and the valid protection over network
operation and equipment safety.
Our legal compliance team in the respective law firms,
working closely with PwC’s cybersecurity technical
team, has the expertise and capabilities to guide
clients through the full range of CSL compliance
requirements by providing professional consultation,
risk assessment and management, assisting the
formulation and review of the legal documents,
internal policies and procedures, and providing
guidance in reasonable response to emergency and
crisis management.
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Hong Kong –
Personal Data (Privacy) Ordinance

European Union –
General Data Protection Regulation

The applicable data protection and privacy legislation
in Hong Kong is the Personal Data (Privacy) Ordinance
(Cap. 486 of the Laws of Hong Kong) (the “PDPO”).
The PDPO governs the collection, use and handling of
a data subject’s personal data. The PDPO contains
six key data protection principles (“DPPs”) relating to
the use of personal data by a “data user”, being an
entity who controls the collection, holding, processing
or use of the data. The six DPPs include:

The implementation of the European Union (EU)
General Data Protection Regulation (GDPR) on 25 May
2018 has a huge global impact on businesses all over
the world. With broader regulation, more regulated
items, stricter penalties and clearer requirements, the
EU GDPR applies to any business “established” in the
EU and any “controller” or “processor” of personal
data who offers goods or services to individuals
residing in the EU, or otherwise monitors the behaviour
of individuals in the EU. Therefore, companies doing
business in the EU will be caught by the GDPR. Noncompliant entities will suffer significant financial and
reputational impact.

• DPP1 - Data Collection Principle
• DPP2 - Accuracy & Retention Principle
• DPP3 - Data Use Principle
• DPP4 - Data Security Principle
• DPP5 - Openness Principle
• DPP6 - Data Access & Correction Principle

Bilingual version
(English and
Chinese) of General
Data Protection
Regulation, translated
by Rui Bai Law Firm,
published by Law
Press China.

As an integrated practice made up of both local and
international legal practitioners (including those from
the EU), risk management, data governance and cyber
professionals, we are uniquely placed to help your
business adjust to the new regulatory environment.
We work closely with PwC’s market leading
cybersecurity and data protection legal and
compliance team in the UK as well as PwC’s global
cyber, risk and forensics professionals and strategists
to assist entities turn EU GDPR compliance into a
competitive advantage.
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How we
can help
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We provide one-stop integrated cybersecurity and data protection compliance services.

Review and assess

Document drafting and review

1.

Impact assessment on the application of CSL,
GDPR and/or PDPO to the business (e.g. under
the CSL is the entity is a Critical Information
Infrastructure Operator);

1.

Draft and/or review policies, procedures, handbooks,
codes of conduct, cross-border data flow agreements,
service agreement licensing and data and support in
implementation;

2.

Health check of cybersecurity and data protection
compliance and identify any gaps;

2.

Draft and/or review agreements with business
partners (including network product and service
providers);

3. Advise on regulatory responsibilities
and obligations under the CSL,
GDPR and/or PDPO based on
their existing business model
and operations.

3.

Draft and/or review privacy
statements and consent letters on
collection, processing, storage and
cross-border transfer of personal
information.

Crisis support

Day-to-day support

1.

Draft and/or review emergency
response plans/business
continuity plans;

1.

Ad-hoc advisory services and
contract and document support;

2.

2.

Assist clients with managing
interactions with regulators or
other third parties;

Privacy mailbox, subject rights and
complaints management;

3.

Investigating and managing cybersecurity breaches.

3.

Training on cybersecurity and data protection
policies and procedures, dealing with regulatory
audits or inspections and cyber breaches.
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Our
credentials

CSL
• Reviewed and advised on the privacy
policy and user terms and conditions for an
internationally recognised online travel agency

• Advised a well-established coffee chain
company in connection with regulatory
compliance under the PRC CSL

• Conducted risk assessment and response
readiness under the PRC CSL for a major
international investment bank

• Advised a well-known auto parts company in
connection with regulatory compliance under
the PRC CSL

• Conducted risk assessment and response
readiness under the PRC CSL for an
international luxury hotel chain, including
reviewing and revising its procurement
contracts with network carriers, equipment
vendors and service providers

• Advised a leading U.S. pharmaceutical
manufacturer on data protection and crossborder data flow under the PRC CSL

• Conducted risk assessment and response
readiness under PRC CSL for an international
asset management company including its
portfolio companies in the energy sector
• Reviewed internal control checkpoints under
the PRC CSL for an internationally recognised
human resources management company,
including reviewing consent for accessing
personal information, and developing
protection mechanism for business partners
when information is shared

8

Regulatory compliance legal services

• Advised an international English education
institution on data protection and crossborder data flow under the PRC CSL
• Advised a well-known online travel agency in
connection with regulatory compliance under
the PRC CSL

PDPO
• Advised a Hong Kong-based airline on
compliance requirements under the PDPO
• Advised a global insurer on key data privacy
principles under the PDPO
• Advised a frequent flyer programme on its data
sharing and electronic marketing arrangements
pursuant to the PDPO
• Advised a Hong Kong-based technology
company on specific PDPO privacy information
collection matters with its third party customers
• Advised a Japanese toy company in relation to
compliance requirements for its HK/ PRC sales
website under the PDPO (and PRC privacy law)
• Advised a HK based kitchenwear manufacturer
in relation to internal records requirements under
PDPO and other relevant HK law requirements

GDPR
• Advised a well-known Chinese medical devices
manufacturer in connection with GDPR
compliance
• Advised a well-known Chinese wind power
generation company in connection with HR
related GDPR compliance
• Advised a well-known Chinese smartphone
manufacturer in connection with GDPR
compliance
• Advised a well-known Chinese bike sharing
company in connection with GDPR compliance
• Advised a well-known Chinese
telecommunications company in connection with
GDPR compliance
• Advised a renowned Chinese real property
company in connection with GDPR Compliance
• Advised a well-known certification and inspection
state-owned enterprise to review and revise its
London subsidiary’s privacy policy
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Contact
us
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David Tiang

Chris Cartmell

Tiang & Partners
Partner
+852 2833 4928
david.wp.tiang@
tiangandpartners.com

Tiang & Partners
Registered Foreign Lawyer (England & Wales)
+852 2833 4913
chris.c.cartmell@tiangandpartners.com

Jing Wang

Annie Xue

Rui Bai Law Firm
Senior Counsel
+86 (10) 8540 4630
jing.wang@ruibailaw.com

Rui Bai Law Firm
Senior Manager
+86 (10) 8540 4602
annie.xue@ruibailaw.com
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www.ruibailaw.com
www.tiangandpartners.com

The information contained in this publication is of a general nature only. It is not meant to be comprehensive and does not constitute
the rendering of professional advice or service by Rui Bai Law Firm and Tiang & Partners. Rui Bai Law Firm and Tiang & Partners
have no obligation to update the information as law and practices change. The application and impact of laws can vary widely
based on the specific facts involved. Before taking any action, please ensure that you obtain advice specific to your circumstances
from your usual Rui Bai Law Firm or Tiang & Partners contact or your other advisers.
The materials contained in this publication were assembled on December 2018 and were based on the law enforceable and
information available at that time.
© 2019 Tiang & Partners. All rights reserved. Tiang & Partners is an independent Hong Kong law firm. It is associated with PwC
Legal International Pte. Ltd. (a licensed Foreign Law Practice) in Singapore.
Neither Tiang & Partners nor PwC Legal International Pte. Ltd. has any control over, or acts as an agent of, or assumes any liability
for the acts or omissions of, the other.
© 2019 Rui Bai Law Firm. All rights reserved. Rui Bai Law Firm is an independent law firm and members of the PwC global network
of firms. CN-20180911-7-C1

